Abstract. Let p be a prime and V an integer of order t in the multiplicative group modulo p. In this paper, we give an explicit bound on the double exponential sums. 
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Introduction
The Di¢ e-Hellman Key exchange algorithm [DH] is the …rst practical public key cryptosystem published and it remains one of the cornerstones of modern crytography to date. The algorithm is a simple, but ingenious way for two parties to establish a common secret key over an insecure channel. The security of this algorithm is based on the assumption that certain desirable properties are possessed by the Di¢ e-Hellman triples (V x ; V y ; V xy ) where V is an integer of multiplicative order t modulo p 3 that is V x 6 1(mod p); x = 1; :::; t 1; V t 1(mod p): It has been shown in [CFS] and then improved in [CFKLLS] that such triples are uniformly distributed in the sense of H. Weyl when x; y = 0; : : : ; t (See [W] for details on this notion of uniformly). Although such results do not guarantee the security of the Di¢ e-Hellman key, are nevertheless very desirable since it provides evidence that Di¢ e-Hellman cryptosystem can withstand statistic-based attacks. On the other hand, studying the distribution of these triples via …nding bounds on double exponential sums is a very natural and attractive number theoretic question. Various other applications and generalizations of the exponential sums bounds and related results of [CFS] and [CFKLLS] can be found in [BCFS] , [FHS] , [FKS] , [BFKS] , [FLS] , [FLLS] , [FS] and [S] :
In this paper we continue the study of double exponential sums related to the Di¢ e-Hellman triples (V x ; V y ; V xy ) as initiated in [CFS] : For integers a; b; c we de…ne the following exponential sums
where
We obtain an explicit bound on sumsS a;b;c (t) by studying slightly different sums
for which obviously S a;b;c (t) S a;c (t): An estimate of the sums S a;c (t) obtained in [CFS] was improved and generalize by [CFKLLS] : It had been shown in [CFKLLS] was not explicit in the sense that there was no clear relationship between " and ; his estimates remained nontrivial over remarkably short intervals. At about the same time, Garaev [G] was not only able to improve the bound obtained in [CFKLLS] but more importantly he was able to extend the range. His bound S a;c (t) t 7=4 p 1=8+" was nontrivial beginning with t > p 1=2+" and was better than the previous estimate. In this paper, we are able to give an explicit bound on the range beginning with t > p 1=3+" . Although our bound is not as sharp as Garaev's estimate contains in [G] nor our applicable range is as wide as Bourgain's in [B] , we are able to give an explicit bound that will work in the range that was not covered by any explicit bound so far.
Lemmas
Our bound on the exponential sum S a;c (t) relies on the following lemmas. Each lemma is used to prove the subsequent lemmas or to prove our main result. Our …rst lemma is a simple identity which is a basic tool for using exponential sums in the study of di¤erent problems module m; but we state the lemma here only for case p is a prime.
Lemma 1. For any integer u;
The next lemma is a generalization of lemma 1 to elements in …nite …elds
: : F p and we identify F p with f0; 1; :::; p 1g Furthermore, for y = (y 1 ; :::; y d ), x = (x 1 ; :::;
Lemma 2. With the above notation and for an arbitrarily …xed element
otherwise.
Proof. Note that if y i 0 mod p for each i; then x ŷ 0 mod p and X
Otherwise, there exits an i such that y i 6 = 0: Without loss of generality, we may assume y 1 6 = 0, then
Applying Lemma 1 to the quantity
e p (x 1 y 1 ), gives us the desired result.
We let h : F d p ! C and we denote
Lemma 3. With the above notation and if f; g :
Proof. Note that P
To prove the lemma, we …rst apply the triangle inequality and then apply the Cauchy Schwarz inequality:
Finally, we apply lemma 2 to the quantity P
which is the desired result.
The next lemma is a generalization of Lemma 2 to multiplicative subgroup of F p d , but …rst we de…ne the following notations.
Let k 2 N,H < F p d with H = H and we denote
(2) Moreover, we let x = ( x 1 ; :::; x d ) ; y = (y 1 ; :::; y d ) ; z = (z 1 ; :::; z d ) 2 H and denote
Lemma 4. With the above notation and if x 2H and b 2 F p d ; then
Proof. Note that for any …xed element y ofH,
To prove the lemma, we …rst apply the H½ older's inequality to the right hand side with q = 2k to obtain
Next, we will bound the quantity
by again applying H½ older's inequality with q = 2k: Note, 
Now, we combine the above bound with (3) to obtain S H 
and f (by) = ( (y 1 ; :::; y 2k ) 2H 2k :
Also, by (1) and (2), we have
With the above notation we can express (4) as follows,
Finally, we apply Lemma 3 to the right hand side of the above equality to obtain
which is the desired result. ; there exits a positive even integer r such that
Proof. LetĤ =Ĥ y = f( x ; xy ) : x = 1; : : : ; tg < F p 2 :
As before, we denote (a; c) (
To prove the theorem, we apply Lemma 4 to the quantity
with d = 2; r = 2k; b = (a; c) and x = ( x ; xy ) :
where u 2r (y) = (x 1 ; :::; x 2r ) 2 f1; : : : ; tg 2r :
and
Furthermore, we note that for r 2 2N, p 1 t 2r r 20 20r 2 0. We let
then
where v = y : u 2r (y) > t 2r " p 1 : Next, we de…ne T = (x 1 ; :::; x 2r ; y) 2 f1; : : : ; tg 2r+1 :
Then since T vt 2r " p 1 , we have v T t " 2r p: Furthermore we write T = X x2 T x where = x = (x 1 ; :::; x 2r ) 2 f1; : : : ; tg 2r : x satisfy ( ) ; T x = jfy = 1; : : : ; tg : y satisfy ( )j :
Now we will bound j j by applying the bound (7) + to obtain
Next, we will bound T x by following the same argument as in [CFKLLS] :
and g is a primitive root of F p : To bound T x ; we need to bound the solutions in y = 1; : : : ; t of the equation
The number of these solutions is equal to
; where N is the number of solutions in z 2 F p of the equation
Apply Lemma 7 of [CFKLLS] with n = 2r; i = k i and a 1 = = a r = 1 = a r+1 = = a 2r : We have N p 
Next, we will apply Bourgain's bound on e (see [B] ) for which 
Note it is clear that when r 8 the expression on the right hand side is less than zero. Thus, one may choose r = 8 for any in 0; 1 6 and recall that p 1 3 + t is part of our assumption. Now we combine the bound (7) ; (8) and (9) to bound T . Next we apply (10) the bound for T to the inequality v T t " 2r p to obtain a bound for v. v T t " 2r p t Then we apply the bound of v to (6) and we have 
